
Phishing

WHAT TO DO:

Quick Reference Guide for Suspicious Emails, Texts, and Calls

Message 
creates 
urgency or 
pressure to act

Address or 
domain  
is off (e.g., 
.com vs. .gov, 
misspelled)

Generic 
greeting 
instead of 
name ("Dear 
Customer")

Awkward 
phrasing, poor 
grammar, 
misspelling

Link preview 
doesn't match 
the site it 
claims

Unexpected 
attachment or 
file type doesn't 
match icon/
extension

Request for 
credentials/ 
access via 
QR, text or 
unfamiliar caller 

SPOT  
THE RED 

FLAGS

Response
If you already clicked, opened, or entered credentials:
1.	 Disconnect the device from the network (unplug/turn off Wi-Fi).
2.	 Do not power off the device unless instructed otherwise by IT/security. 
3.	 Change the password for the affected account immediately from a 

different, trusted device.
4.	 Follow steps for reporting.

You 
receive a 

suspicious email, 
text, call, or QR 

code

Does it show any 
red flags?

CAUTION. Do not 
click links, open 

attachments, scan 
the code, or reply/

call back.

Did you already 
interact with it?

Verify using a 
different channel 
(e.g., call a known/

published number not 
from the message)

Do NOT interact 
further. Follow 
the steps in the 

Response section.

Reporting
1.	 Report the incident  

right away using the 
contact list on the back of 
this card.

2.	 Do not delete the original 
message; preserve it for 
investigation.

Verified 
legitimate. 

Proceed  
Normally.

YES

NO

Proceed  
normally. Avoid 

entering credentials 
unless you initiated 

contact.

Confirmed 
suspicious/
malicious

YES

NO

  

  



ADDITIONAL RESOURCES:

CISA: Report Phishing and Other 
Cybersecurity Incidents
CISA Insights: Actions to Counter Email-
Based Attacks on Election-Related Entities
Election Security Exchange:  
Phishing Threats
MS-ISAC/EI-ISAC

Last updated:	             Distributed by:

ROLE NAME PHONE EMAIL

IT Support/ 
Security Team

County/Local  
Election Office

State Election  
Security Lead

State or Local Law  
Enforcement (Cyber)

Other:

Other:

Access these  
resources  
and more:

Poll worker and election staff use—Not for public distribution

JURISDICTION NOTES & LOCAL PROTOCOL

Key Contacts & Resources JURISDICTION:
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